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LLeAb AQHHOTO AOKYMEHTA

AQHHBIM AOKYMEHT COAEPXMT OMMUCAHME MPOLLEAYPbl ObICTPOro BHeapeHus Panda Systems

Management B KOpPNOpPATUBHOM CETU HO MPUMEPE AAT YIPABAEHUS YCTPOUCTBOMM Windows.

AQHHBIM AOKYMEHT BYAET MOAE3EH MPU TECTUPOBAHUKM peLleHns Panda Systems Management, a

TAKXe npu ero NnepBoOHA4Y0AbHOM BHEADEHUN.

[ToeABAPUTEABHBIE AEMCTBUS

Mpexae 4em Ha4aTb MCnoAb3oBaHME Panda Systems Management, ybeamtecs, 4To:

1. Y Bac ecTtb permcTpaumMOHHbIE AOHHBIE AAS AOCTYNA K KOHCOAM YTMPOABAEHMS.
2. BaLumM yCTPOMCTBA U CETb COOTBETCTBYIOT CUCTEMHBIM TPEBOBAHMIM PELLIEHMUS:
a. AreHr:

https://www.pandasecurity.com/russia/support/cardzid=300102

b. Tpebyemble URL 1 nopTbl:
https://www.pandasecurity.com/russia/support/card2id=300126

c. CoBmecTumble BpPay3epPbl AAT AOCTYNA K KOHCOAM YNPOBAEHMUS:

https://www.pandasecurity.com/russia/support/card2id=300171



https://www.pandasecurity.com/russia/support/card?id=300102
https://www.pandasecurity.com/russia/support/card?id=300126
https://www.pandasecurity.com/russia/support/card?id=300171
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1. TTOAKAKOHEHME K KOHCOAM YMPOABAEHMUS

AAs TOro 41066l HaYATL PaboTy ¢ Panda Systems Management, HEOBXOAMMO BOMTK B KOHCOAb

yrnpaBaeHus. CAEAQTb 3TO MOXHO ABYMS CMOCOBAMM:

1. U3 npUrAQCUTEAbHOro nucbMa. [Ipy perncTpaumm  AMUeH3mi  Panda  Systems
Management Ha yKA3QHHbIM BOMM QAPEC IAEKTPOHHOM MOHTHl AOAXKHO MPUNTU
NPUFAQCUTEABHOE NMUCbMO, B KOTOPOM ObIAM YKA3AHbI BALLIM PErMCTPALLMOHHbIE AQHHBIE!
CCbIAKO AAS MEPEXOAQ B KOHCOAb YMPOABAEHUS, AOTUH U MAPOAb.

2. HenocpeACTBEHHO OTKPbITb KOHCOAb YNPABAEHUS:

a. Ortkpownte cTpaHumLy https://www.pandacloudsecurity.com

b. BseanTe BALLM AOTUH M NAPOAb
c. Haxmure KHonky BonTtu
d

B ©6A0Kke Mou cepBUCBI HOXXKMUTE HA KHOMKY Systems Management


https://www.pandacloudsecurity.com/
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2. Tekywimn ctaryc 3anycka Systems Management

Bbl AMOXETEe MPOBEPMUTb TEKYLLIMM CTATYC 3AMyCKA CEpPBMCA M €ro 30BEpLLUEHME B KOHCOAM
YMPABAEHMS, TAE B MPAMUIECKOM BMAE TMOKA3bIBAETCS CTATYC BHEAPEHWUS CEpPBMCA B CETU

MOAB3OBATEAA.

4100l MPOCMOTPETH, B OCHOBHOM MEHIO HOXKMMTE Sites. B HUMXXHEN YOCTU IKPAHA MPEACTABAEH

MACTED C TPEMS LLATaMM, KOTOPBIM TAKXKE MOKA3bIBAET XOA BbIMOAHEHMSI KAXKAOTO M3 LLIATOB:
e Ular 1: BHEAPEHME AreHTa Ha yCTPOMCTBA
o Lar 2: CozaaHne moHutopa
e Llar 3: BoiNOAHEHME AYAUTA, YNIPOBAEHME MATYAMM, HACTPOMKA MOAUTUK

Bce a1 TpU WArd NoApPOBHO OMMCAHbI B AQHHOM AOKYMEHTE.
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3. CO3A0HME M HAOCTPOMKA NEPBOro CAMTA

Bo-nepBbiX, Bam HEOBXOAMMO OMPEAEAUTHCS, TPEBYETCs AWM CO3AQTb HOBbIM CAMUT  MAM
MCMOAB30OBATh YXKE MMEIOLLIMIMCA B 30BMCHMAMOCTM OT KPUTEPUEB YMPABAEHMA. HOBbIM QKKAYHT

MOAb30OBATEAA COOTBETCTBYET HOBOMY COIZTY.

B ocHoBHOM meHto Sites HaxxmmTe New site 1 3anoaHUTe dbopmy. Yutute, 410 noae Description
MOXET MCMOAb3OBATLC COUABTPAMM, KOTOPbIE Bbl AOBABMTE MO3XKE, A MOTOMY OHU OyAyT

O6pOLLLOTb BHMMAHUWE HA COAEPXMMOE STOIO MOAA4.

_ Systems Management

ACCOUNT -~ pai==R il COMPOMENTS =

Sites

Manage Deletions (0}

Actions: ﬁ c-)

Showing 1to 7 of ©

Puc. 1. AobasaeHme canta

ECAM yCTPOMCTBO B AQHHOM camnte TPEBYIOT AOMOAHUTEABHOM WMHMPOPpMaLmM O HTTP-npokcy,
MCMOAB3YEMOM AAS AOCTYMA B MHTEPHETE, TO Bbl MOXETE YKA3ATh 3Ty MHADOPMALMIO B AQHHOM

doopme AOBABAEHMSA CAMTA UAM Bbl MOXETE 3TO CAEAQTb MO3XE.

llocAe CO3A0HME CAUTA PEKOMEHAYETCS HOACTPOUTL €ero Ha 3akaaake Sefttings. 3ta
KOHdpUrypaums ©OyAeT BKAIOYEHA B AreHT, YCTAHOBAMBOEMbIM HA KOXAOM  YMPOBAIEMOM

YCTPOMUCTBE.
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4. BHeApeHue areHta Systems Management HO YCTPOMCTBAX
Windows, Mac, Linux

Ar€HT, YCTAHOBAMBOEMbIM HA YCTPOMCTBAX MOAb3OBATEAS, AA9 CBOeM paboTtsl Tpebyer

ONPEAEAEHHOMN OCHOBHOM MHADOPMALLMK:
o CaMT, K KOTOPOMY OH MPUHOAAEXMT.

o MUHUMOABHAS MHADOPMALMS, TPEDYEMAS AAT MOAKAIOYEHMS K MIHTEPHETY M MOAKAIOYEHMUS

k Cepsepy.

CaMT, K KOTOPOMY MPUHOAAEXMT AreHT, YCTAHABAMBAETCS ABTOMATUYECKU, ECAM CKAYMBAHME UAM

OTMPABKA CChIAKM HO CKOYMBAHME OCYLLLECTBASETCS YEPE3 CAMT.

AQHHble MHTEPHET-MOAKAIOYEHMS ObIAM YKA3QHbI HO MPEAbIAYLLLIEM LLAre MPu CO3AQHUU CAMTA,
MAM OHM YKO3bIBAIOTCS HA 3aKkadake Settings, mOaTOMY CKAYMBAEMBIM ATEHT YK€ COAEPXMT ITY

MHJOOPMALMIO.

AreHT MOXET BbITb CKAYEH TPEMS CMTOCOBAMM:
e OTNPABKA AreHTa Mo ISAEKTPOHHOM NoYTe
e OTNPABKA CChIAKM AA CKAYMBAHUA ATEHTA MO DAEKTPOHHOM NoyTE
o CKa4MBAHME ArEHTA NPIMO HO AQHHbIM KOMMbIOTED

AAS BHEAPEHUA ATEHTA B OCHOBHOM MeHIO Sites HaxkmmTe kHomky New Device.

_ Systems Management

ACCOUNT -~ pai==R il COMPOMENTS =

Sites = Pruebas Beta

Site: Prueb:

SURAMARY

APPLICATION

BACKUP SOLUTION r

COMPLIANCE

+| [+] [+] [+

OPERATING S¥YSTEM

Puc. 2. AoBaBAEHME HOBOTO YCTPOMCTBA



Pa nda Panda Systems Management: C 4yero Ha4aTtb

lNocAae 3TOro B BbINAAQIOLLLEM OKHE Bblbepute TUn OFIepOLLMOHHOl;I CHUCTEMDBI HA YCTpOﬁCTBe

(Hanpumep, Windows):

Mame: Home

D: @
Sergtions New Device
Type:
Ny i
i,
| ( |
J o L
Desktop : Windows 05 X (10.6+) Linux Metwork Printer ES¥i Host
Laptop :
Server: P.5. Looks like this machine needs the Windows Agent
Other: TGS
perkWh: kWh

Puc. 3. BeiGop TMNa onepaLMOHHOM CUCTEMbI

B caeayioLLLeM OKHe BbiGepute Cnocob BHEAPEHUS AreHTa:

o

‘ New Device i

5h0-4 L_'
ag

Windows
{Click the logo above to download the agent)
‘Want someone else to download the Agent?
‘ You dont need to be logged in to use these links. You may send them via email or h

1!
ather

othel  Emails-separate sach by the semicolon (;) delimiter

othet

(Or send the link from your email client instead) Send

———————————————

Puc. 4. Cka4mBaHme AreHTa HaO HOBOM YCTPOMCTBE

e Ecam Bam Tpebyercd yCTAHOBUTbL AreHTa HO AQHHOM KOMMBIOTEPE, TO HAXMUTE B
BEPXHEM YOCTM OKHA HO AOTOTMIM OMEPALMOHHOM CUCTEMBbI

e Ecam Bam Ttpebyercd BHEAPUTb AreHTa HO APYrME MALLMHBI, TO Bbl MOXETE yKa3aTb
AAPECA DAEKTPOHHOM MOYTbl, KOMY CAEAYET OTMPABUTb CChIAKY AAS CKOYMBAHMA AreHTa.
AAS PO3AEAEHUT OAPECOB UCMOAb3YETC CUMBOA ;) (TOYKA C 3aMATOM). HOXKMUTE KHOMKY
Send. B 3TOM CAy4Yae HA yKA3AHHbIE AApPECA BYAET OTMPABAEHO MMUCbMO CO CChIAKOM HA
CKQ4MBAHME AreHTd. B TOM CAydae, eCAM Bbl xOTMTE OTNPABUTL MMCbMO M3 CBOEM
MOYTOBOM Mporpammbl (Hanpumep, Outloook), To BMecTo KHOMKKM Send HAXXMUTE CChIAKY

from your email client instead.
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5. poBepKa CNUCKA YCTPOMCTB M OCHOBHOM COUABTRALLUM

Mocae TOro Kak AreHT ByAeT YCTAHOBAEH HO OAHOM MAM HECKOABKMX TRPEBYEMbIX YCTPOMCTBAX, TO
OHM MOSBATCSA B CMMCKE YCTPOMCTB HA 30KAdAke Devices. Bbl moxete MOMETUTb YCTPOMCTBA B
KaYecTse M3BPAHHBIX AAS BOAee BbICTPOrO K HUM AOCTYMd, YMOPAAOYMBATL CMMCKM, BbICTPO
JOMALTPOBATL MX B COOTBETCTBMM C POABIO YCTPOMCTBA, A TAKXKE M3MEHSTh PAZMED CMMCKA AAS

OTO6pO>KeHl/IF| OOABLLETO MAM MEHBLLIETO KOAMYECTBA 3AMUCEM.

Profile: Pruebas Beta

SUMMARY DEVICES AuDm MANAGE MONTOR SUPPORT REPORT POLICIES SETTINGS
Showing 1- 2 of 2 results, ﬁ Show mel‘ s v"| per page
aions BB S W X HHEELWO $S ¥ All Deskiops Laptops Servers Netwol ESXiHost Unknown

Hostname »  Description IP Address Date Created Last Updated Status Device Type
S 2016-02-16 Currently N [
» BETATES BETATEST 192.168.6.71 Onl De skt ¥
= 1038:04CET  Online nine sKiop sfaum
- - 2016-02-17 Currently -
» g
@ ESXi Beta Esxi de Beta 1592.168.21.4 3.00.45 CET Online ESXi Host

Puc. 5. Cnmcok yCTpomncTs
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6. AyAMT yCTpomCTB, 1O 1 AULLEH3MM

3akaaaka Audit cOAepPXUT BCE CBEAEHMS MPOBEPKM YCTPOMCTB, MPUHAAAEXALLMX AQHHOMY
CAnTy, A MPU AOCTYME HA YPOBHE YCTPOMCTBA ByAET OTODPAXATLCH MOAPOBHAS MHAPOPMALMA O
ACQHHOM YCTPOMCTBE. AAS MOAYYEHMS BOAee MOAPOOHOM MHADOPMALLUKM CMOTPUTE PYKOBOACTBO

AAMMHUCTPATOPA.

Profile: lzupcsm : Hardware

SUMMARY DEVICES AUDT MANAGE MONTOR SUPPORT REPORT POLICIES SETTINGS

® Hardware Software Licensing

Adions: &) B

v Managed Devices

show I: 50 :\ entries search: | )
Make/Model Quantity @
Apple Inc. 1
ASUS All Series 2
Dell Inc. Latitude D830 1
FUIMSU LIFEBOOK E734 a
Gigabyte Technology Co., Ltd. GA-MAT78GM-52H 1
Puc. 6. Ayamt
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/. YNpaBAEHME NATHAMMU

YCTAHOBUTE NATYM, KOTOPbIE HE OblAK YCTAHOBAEHbI HA YMPOABAAEMbIX YCTpOﬁCTBOX, AN OTKATUTE

HA30A Te, KOTOPbIE Bbl XOTUTE AEUHCTAAAMPOBATL. AAS 3TOTO BOCI']O/\b3y1;1Ter 30KACAKOM Manqge.

System: panda.test

DASHBOARD AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SUSPENDED DEVICES
—

@ Patch Management

@ Alldevices @ Servers (@) Workstations 10 most vulnerable devices: All devices
Profile Hostname Description Type Total gal‘ltcdh
gﬂ Bilbao Office  VMBETA-W732 VMBETA-W732 Waorkstation 75 e
_EEI Bilbao Office  VMBETA-W764 VMBETA-W764 Workstation 58 e
_=E| Bilbao Office W832_VMBETA W831_VMBETA Workstation 28 e
-EEI Bilbao Office  VMBETA_XP32 VMBETA_XP32 Workstation 18 e
_EFJ Bilbao Office  VMBETA-XPG64 VMBETA-XPB4 Waorkstation 17 e
% Bilbao Office BIODKELLY BIODKELLY Workstation 16 e
_=E| Bilbao Office BIOCSANTAC BIOCSANTAC Workstation 15 e
-EEI Bilbao Office ~ VMBETA_200832 VMBETA_200832 Server 11 e
_EFJ Bilbao Office COMPETENCIAPCOP  COMPETENCIAPCOP  Workstation 8 e
& PSUK A50178L AS0178L Workstation z e

Puc. 7. YnpasaeHue natiamm

HacTponte Bpems, KOraa MOXHO OYAET MPUMEHUTb MATYM HA YCTPOMCTBOX AAS AQHHOTO COMTQ,
AEVCTBMA, KOTOPblE BYAYT BbIMOAHEHBI MOCAE MPUMEHEHMS NATYEN, A TAKXKE APYIME NAPOAMETPSI,
co3aas noamtnky Windows Update 1A Patch Management Ha 3akacake Policies. AAg noAydeHus

BoAee NoAPOBHOM MHAPOPMALMU CMOTPUTE PYKOBOACTBO OAMMHUCTPATOPRA.
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8. Co3A0HME MOHUTOPOB

AAS BHEAPEHMA MOHUTOPUHIA YCTPOMCTB B CETU, HEOBXOAMMO YCTOHOBWUTbL WM HACTPOMUTb
MOHUTOPLI. DTU  MOHUTOPbI BOYyAYT YBEAOMAATL CepBep B TOM CAY4OE, €CAM KAKME-AMOO

YCTPOWMCTBA HE COOTBETCTBYIOT YCTAHOBAEHHbBIM KPUTEPUAM B ACHHBIM MEPUOA BPEMEHM.

Panda Systems Management astOMATMYECKM HACTPAMBAET OMPEAEAEHHbBIE MOHUTOPLI B
30BMCUMMOCTU OT TUMA YCTPOMCTBA, KOTOPOE AODCGBAAETCS B KOHCOAb YMPABAEHMA. TAKMM
obpasom, Bam He noTtpebyercs TpATUTb CBOE BPEMS HA HACTPOMKY OCHOBHOIo Habopdad

MOHUTOPOB, YTOObI MOKA3bIBATH CTATYC BALLMX yCTPOMCTB.

CyYLLECTBYIOT TAKKE AMOHUTOPbI, KOTOPbLIE MOTYT ObiTb MMMAOPTUPOBAHBI AAS TOTO, YTOObLI MOAYYMTH

MOKCUMAABHYIO OTAQYY OT CEPBMCA C CAMOIo HAYAAd €ro MCnOoAb3OBAHMA.
Bbl moxeTe A0BABUTb AOMOAHMUTEAbHbIE MOHUTOPbIL

o Ecam 1pebyetca A0DOABUTE MOHMUTOP AAS BCETO AKKAYHTA, TO B OCHOBHOM MeHIo Account

nepenamTe B 30KAQAKY Policies 1 Haxmumte kHonky New account policy...

e Ecam 1pebyetcs A0OABUTE MOHUTOP TOABKO AAS AQHHOFO CAMTA, TO B OCHOBHOM MEHIO
Sites B pamkax Tpebyemoro camta nepemamte Ha 3aKAaaKy Policies 1 Haxxmmte KHOMKy

New site policy....

B pesyabtate aT10ro otkpoetrcs okHO New policy, B koTopom y napametpa Type Bbibepute B

BbIMOAQIOLLLEM MEHIO NMYHKT Monitoring, 1 HaxxmmTe KHOMNKy Next.

A
Create a policy

Name: | MyManito 1

Type: | ponitoring IE'I

] Basedon: | _ New Policy - [=]|

i

[ Cancel ] [ MNext ]

Puc. 8. Co3aaHME HOBOM MOAUTUKM MOHUTOPUHIA

AOBOBbTE LEAb AAS MOHUTOPA (OAHY MAM HECKOABKO FPYMM MAM COUMABTPOB) U YKOXKUTE
NAPAMETPbl MOHUTOPA C MOMOLLIBIO 4-LLIAFOBOTO  MACTEPA HACTPOMKM, rae Bbl cmoxete

HACTPOUTL TPEBYEMbIE OMLMM.,
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Create a monitoring policy

Name: |:I\-'1‘,.rM onitor

Policy type:  Maonitoring
Last updated: 2013-05-22 09:55:39 UTC

Last deployed:

Targets:

Type Name

Manitors: Respond  Ticket  Sewerity

Save Cance

Puc. 9. HacTpomka NOAUTUKM MOHUTOPUHIA

AAg NOAy4eHUA Boaee NOoAPOBHOM MHAOOPMALMM O HACTPOMKE MOHUTOPOB CMOTPUTE

PYyKOBOACTBO OAMMHNCTPATOPA.
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9. ComStore

ComStore — 370 PEno3UTOPU MPEABAPUTEABHO HACTPOEHHbBIX KOMMOHEHTOB, KOTOPbLIE
PACLLMPSIOT BO3MOXHOCTM cepsuca Systems Management 11 MO3BOAAIOT LEHTPAAM3OBAHHO

YCTAHABAMBATL CTOPOHHEE NPOrPAaMMHOE obecneyeHme.

Search Comstore NG

® , User pandaiest Securily Level: (T rad Log Oub

) Systems Management

ACCOUNT » SITES~* COMPONENTS » HNelslfiSielzizdl SCHEDULED JOBS * SCHEDULED REPORTS + HELP * SETUP =
—
ComStore
P See All »
Check for Updates 5 New & NCI'IEWCII‘T"IV
All Components 268 =_l|
Applications 148 ‘H T
ntegrations 1 IU
. . Ahsay Backup
Device Monitors 33 Monitor [ACB)
Network Monitors 30
Scripts 54 Featured See All »
=l o =l =l =I
.9 @ § & @ F
Add 105 app © —
Backup Exec Google Chrome Mobile Device Mozilla Firefox Panda Cloud
2010 & 2012 Job [win] Management [wWin] Cleaner-
Monitor [\WIN] Disinfection tool

[WIN]

Veeam Backup &
Replication
Monitor

Puc. 10. ComStore

KOMMOHEHTbI, UCMOAb3yEMbIE  HEMOCPEACTBEHHO MNAPTHEPOM  /IT-MEHEAXEPOM,  AOAXHbI

ckaymsaTtbcs 13 ComsStore.

Y10Bbl CKOYATb KOMMOHEHT, BbIOEPUTE €r0 M B MOSBUBLLEMCSH OKHE C OMMUCAHUMEM KOMIMOHEHTA
HaxxmuTe kHorky Add to my Component Library. Nocae 310ro BoIOPAHHbBIM KOMMOHEHT CPA3Y Xe

MOSIBUTCS B CMMCKE BALLIMX KOMMNOHEHTOB (OCHOBHOE MmeHIo Components).

.@ Bce komnoHeHTbl B ComStore 6eCrnAQTHbI

B 30BMCHMMOCTM OT TMMNA KOMMOHEHTA, OH MOXET OblITb 3anyLleH B Ka4ecCtBe 30AA4YY MAM B BUAE

PeaKunnM Ha YBEAOMAEHME, TEHEPMPYEMOE MOHUTOPOM.

Y 1pebyemoro camta Ha 3akAaake Devices BbiGepute YCTPOMCTBA, K KOTOPbIM HEOBXOAMMO
MPUMEHUTb KOMMOHEHT, a B crnmcke Actions Haxxmmte nuktorpammy Schedule a Job van Run a

quick Job.
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Profile: Home

SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS
Showing 1 - 4 of 4 results. i) Show me | 100 Ehﬁfr page
ions: {3 ﬁ & T X o @ 5;;] _gﬂ 089 @ All () Desktops () Laptops () Servers () Unknown
] Hostname +«  Description IP Address Addit. IP's Last User
|:| 8 » & JASON-HP JASON-HP 192.168.0.3 1592.168.56.1 JASON-HP\Jason
169.254.249.245 .
[} » [mE OLOPEZ-PC OLOPEZ-PC 1821681036 o070 T olopez-PC\olopez @
] » _gﬂ TOO12 TOO12 10.202.137.40 152169112 T0O12\Administrator
| i » _Eﬂ xp2 ®p2 192.168.1.22 xp2\Administrador E {5
Puc. 11. NprMeHEHME KOMIMOHEHTA K ONMPEAEAEHHBIM YCTPOMCTBAM

MNepemeLllarb KOMMNbIOTEPLI MEXAY IPYNNAMMK Bl CMOXeTe No3xe B pasaeAe KoMnbloTepsl.

@ AAf noAyqyeHus 6oaee noApo6HOM MHCbOPMALLMM O TOM, KAK pa3pabaTbiBATbL U
BHEAPATb KOMMNOHEHTbI, CMOTPUTE PYKOBOACTBO AAMUMHUCTPATOPA. Tam xe
NpPeACTABA€HA MHCPOPMALMA O TOM, KAK yCTAHOBUTb MPUAOXKEHNSA HA KOMMbIOTEPbI
Windows, Linux u Mac. B npuaoxxeHusx K PYKOBOACTBY AAMUMHMCTPATOPA Bbl MOXeTe
HAMTH CNUCOK BCEeX KOMMNOHEHTOB, onyb6AukoBaHHbIx Panda Security B ComStore, ¢ ux

OMUCAHNEM U MHCTPYKLMUIMM.




Panda Systems Management: C 4yero Ha4aTtb

panda

10. MIHCTPYMEHTbI YAQAEHHOTO YMNPABAEHMS YCTPOMCTBAMM

XOT9 MHOrMe onepaumm MOryT ObiTb BbIMOAHEHbBI M3 CAMOM KOHCOAM YMPOBAEHMS, BO3MOXKHbI
CUTYALLMK, KOTAQ MOTPeByeTCa YAOAEHHbIM AOCTYN K YCTPOMCTBY. B 3TOM CAyvae BaLu komnbloTtep,
C KOTOPOTO OCYLLLECTBASETCS YAOAEHHOE MOAKAIOYEHME, AOAXEH pabotate noa Windows v Ha

HEM AOAXKEH BbITb YCTOHOBAEH areHT Panda Systems Management.

Cpean  AOCTYMHbIX  MHCTPYMEHTOB  YAOAEHHOIO  YMPOBAEHMSE: MOAYYEHME  CKPUMHLLUOTQ,
MOAKAIOYEHUE K YAOAEHHOMY PABOYEMY CTOAY, MOAYHEHME CMUCKA CAY>KO Windows, KOMaHAHOS
CTPOKQ, BbIKAIOYEHME UWAM Mepe3arpys3ka yctpomctsa, PowerShell, VNC, aucnetyep 30aa0d,
nepeAa4a AMAOB, PEAAKTOP peecTpa Windows, MPOCMOTP COBbITUM, BKAIOYEHWE YCTPOMUCTBA U

T.A. NloaApoBHEE cmoTpuTe B PYKOBOACTBE AMUMHUCTPATOPA.

AAS MOAKAIOYEHMS K YAOAEHHOMY KOMIMBIOTEPY MEPENAMTE K CMUCKY YCTPOMCTB B TPpEOYyEeMOoMm
caute (NpoekTe). Bl moXeTe NepenTn K OnuUMIM KOK HEMOCPEACTBEHHO M3 CMMCKA YCTPOMCTB,

TAK M CO CTPAHMULLBI KOHKPETHOTO TPeByemMoro yCTpOMCTBA.

ACCOUNT v BSli=cigl COMPONENTS ¥ COMSTORE ¥ JOBS ¥ REPORTS ¥

Sites = OSLOPEZ > Devices
New Device 0 -
Site: Bl
SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT
Showing 1- 8 of 8 results.
4 APPLICATION P : . ) = Lo D LR
Actions: {8 &8 & Xt R PR R 49
+ BACKUP SOLUTION
() Device Hostname +  Site Name Device Description
+ COMPLIANCE
+ NETWORK = .
4 OPERATING SYSTEM
1
4 ROLE - Shortcuts Remote Actions FIOJAALCON
+ | SECURITY SOFTWARE | — Summary “F New Screenshot BIOOLOPEZ
+ sTaTUS Audit Connect to Device
T O = Manage Remote Takeover (RDP) | desdes

) Meonitor Remote Takeover (VNC)
U= policies VMBETA-WB164

ADR40

Puc. 12. YAGAEHHbIM AOCTYM K YCTPOMCTBY M3 CMIMCKA YCTPOMCTB

Device: mwmmmmsm (Online)

SUMMARY AUDIT MANAGE MONITOR SUPPORT POLICIES

= Actions * ‘= Remote Actions ~ l

DEVICE INFORMATION

=i Hostname:

Description: Edit

Last User:

Operating System: Microsoft Windows
Domain:

Last Reboot: 2019-10-08 08:24:21 CEST
Internal IP Address: °

SNMP Credentials: e

Puc. 13. YAQAEHHbIM AOCTYM K YCTPOMCTBY CO CTPAHMLLbI TPEDYEMOTO YCTPOMCTBA

STATUS SCREENSHOT
Device Status:

Open Alerts: 1

Open Tickets: 2

Warranty Date: =dit

Patch Status: Fully Patched

Software Status: Unmanaged

AV Product:

AV Status:
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YAGAEHHOE YMPOBAEHME MOXET OCYLLLECTBASTLCS 4YE€PEe3 BCTPOEHHbIE B OOAQYHYIO KOHCOAb

ynpaBAeHUg MHCTPpYMeHTbI: VNC, RDP nam Web Remote.

Web Remote gaBAseTcd AOCTATOYHO YAOOHBIM U ObICTPBIM CNOCOBOM YAOAEHHOE YMPOBAEHMS.
Mcnoab3ys TexHoAorm HTMLS, ¢ nomolubio Web Remote MOXHO MOAY4MTb AOCTYN K pabodemy
CTOAY, MbILLIN K KAGBUATYPE YAOAEHHOTO yCTpomcTea. OH obecneumsaeTr Boaee BbICTpOe Bpems
MOAKAIOYEHMA 1 AOCTYMNEH B KOYECTBE YAOAEHHOIO AEMCTBUI AAS OHAOMH-CEPBEPOB, HOYTOYKOB U

HACTOAbHbIX KOMMbIOTEPOB.

Ceccus Web Remote moxeT BbiTb MHULMMPOBAHA C AIODOro yCTPOMCTBA, MOAAEPKMBAEMOTO
Panda Systems Management, ¢ MCMOAb30BAHMEM MOCAEAHEW BEPCUM COBMECTMMOIO BeD-
Opaysepa, Npu 3TOM HA KOMMbIOTEPE, C KOTOPOro 3anyckaetcs ceccus Web Remote, He
00643aTeAbHO HOAMYME areHTa PCSM. OAHOKO YAOQAEHHO YyMpaBAATh HYepe3s Web Remote moxxHO

TOABKO yCTpomncTBamm Windows 1 macOS C yCTAOHOBAEHHBIM HA HMX AreHTom PCSM.

Web Remote NoAAEPXMBAET OAHOBPEMEHHOE MOAKAIOYEHME K OAHOMY YCTPOMCTBY HECKOABKMX

NOAb30BATEAEN. [TOAPOBHEE CMOTPUTE B PYKOBOACTBE QAMMHUCTPATOPA.

HacTb onepaumit Mo YAOAEHHOMY YMPOBAEHMUIO OCYLLLECTBASETCS 4epe3 OBAQYHYKO KOHCOAb
ynpasaeHns Panda Systems Management, HO HeKoTopble Onepaumm AOCTYMHblI TOABKO 4Yepes

areHTa. B nocaeaAHeEM CAYYOE OTKPOETCS YCTAHOBAEHHBIM Ha BaLuem MK areHr.

Panda Systems Management
Panda Systems Management  Help Summary

DESCRIPTION: VMBETA-W8132

Hostname

Site Prueb

Domain BETA

IP Address 192.168.6.93

Additional IP(s)

Manufacturer Mware, Inc.

If you are a PSM administrator you
may log in here to provide support Model
to other devices.

W Keep me logged in Service Pack 0

Serial Number

logged out after 8 Processor

Memory 1023,55 MB

User Status

Panda Systems Management

Puc. 14. AOKQAbHbIM QreHT

B areHte aAs Tpebyemoro camra Hawmaute Tpebyemoe YyCTPOMCTBO, K PECYPCAM KOTOPOro

HEODXOAMMO MOAYUYUTb YACAEHHbIM AOCTYM.
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N

Panda System:

Management Tools

W

CONNECTED DEVICES

Use the Search area to find devices and
connect to them.

SEARCH @
:
IZUTEST O
MANAGED o

Puc. 15. NoUCK yCTPOMCTBA AAS YAQAEHHOTO MOAKAIOHEHMS K YCTOOMCTBY

MocAe BbIGOPA YCTPOMCTBA BCE OMLMM YACAEHHOTO AOCTYMNA MAM YAQAEHHOTO YNPOBAEHUS BYAYT

AOCTYMHbI KAK Yepe3 MEHIO, TaK M Yepe3 COOTBETCTBYIOLLIME MKOHKHU.

CnmMcok onuMi, MCNOAb3OBAHME KOTOPbLIX HE MELLIAET NMOAb3OBATEAIO MPOOAOAXATb pO6OTOTb Ha

YCTPOMCTBE, K PECYPCOM KOTOPOTFO OCYLLLECTBAIETCS YAQAEHHOE MOAKAIOYEHME:!

e Remote screen capture (3axsBaT yAaAeHHOro 3KpaHa): bbICTPbIM NPOCMOTP COOBLLLEHMI
06 oLLmbKax

e Windows Services Tab (3akaaaka cAyx6 Windows): YAQAEHHbIM AOCTYMN AAS OCTOHOBKM,
30MyCKO  MAM  NEPE3qarpyskm CAyXO 6e3 HeOBXOAMMOCTU MOAYYEHMS AOCTYNA K
YAOAEHHOMY paBoYeMy CTOAY

¢ Command shell (KomaHaHas cTpoka): YAOGAEHHAS KOMAHAHOS CTPoka DOS

e Agent deployment (BHeapeHue AreHTa): BHeapeHue AreHTa B AOKOABHOM CETH

e Task manager (AucneTtdep 3aAAQ4): YAQAEHHBIM AOCTYN K AMCRETYEPY 30A04 Oe3
HEODOXOAMMOCTU MOAYHEHUI AOCTYNA K YAOGAEHHOMY PABOYEMY CTOAY

e File transfer (Mepeaaya cdaiaoB): OTNPABKA K NPUEM OAMAOB

¢ Drive information (MHdbopmauums o aAuckax): CrnmCok BCEX AOKOAbHbIX M CETEBbLIX AUCKOB, B
HaCTOsLLLEE BDEMS MOAKAIOYEHHbIX K YAQAEHHOMY YCTPOMCTBY, 4TO MO3BOASET
AAMMHUCTPATOPY AODABAATL MAM YAQASTb CETEBbLIE MYTH

e Registry editor (PeaakTop peecTpa): YAOAEHHbIM AOCTYn K YyTWMAMUTE regedit AAq
PEACKTMPOBAHMS peecTpa 6e3 HEOBXOAMMOCTM MOAYYEHMS AOCTYNA K YAOASHHOMY
paboyemy CTOAY

e Quick Jobs (bbicTpble 3aAa4m): 3anyck 30AQM

e Event viewer (KypHaA coG6bITUH): YAGAEHHbLIM AOCTYN K >XXYPHOAY COObITMM 6e3
HEOBXOAMMOCTU MOAYHEHMI AOCTYNA K YAQAEHHOMY PABOYEMY CTOAY

e Wake Up: N0O3BOASET BKAIOHEHHOMY YCTPOMCTBY OTMPOBUTb OCTAAbHBIM YCTPOMCTBOM B
3TOM XK€ CErmMeHTE AOKAAbHOM ceTn LAN «Marnyeckmi nakem AAR MUX YAOQAEHHOTO

BKAKOHEHMA

20



Pa nda Panda Systems Management: C 4yero Ha4aTtb

CrMCOK OMUMM, MCTMOAb3OBAHME KOTOPbLIX MELLIAET MOAb30BATEAID MPOAOAXATL PABGOTATL HA

YCTPOMCTBE, K PECYPCAM KOTOPOTO OCYLLIECTBAAETCS YAOAEHHOE MOAKAIOYEHNE:

e Screen Sharing Session (CedHC COBMEeCTHOro AOCTyna K 3KpaHy): OO6LiMMH
YAOAEHHbIM PAaBo4Mi CTOA. [TOAB3OBATEAb BMAMT, 4TO TEXHWHYECKMM CMNELMOAUCT

AEAQET HA yCTpoMCTBE

e Windows RDP: AOCTyn K YAGAEHHOMY pPaBoYeMy CTOAY Yepes RDP, KOTopbIM 3aKpoeT

CECCMHIO MOAb3OBATEAA

e Shut Down / Reboot (BbikaloueHue / Mepesarpyska): BoIKAIOYAET UAM Nepe3arpy>Kaet

Tpebyemoe yCTPOMCTBO

I'IOApo6Hee O  AOCTYMHbIX MHCTPYMEHTAX YAOQAEHHOIO YMNpPABAE€HMA B 3ABUMCHMMOCTM  OT
OI'IepOLI.I/IOHHOl;I cucTtembl U 06 YAQAEHHOM AOCTYyNne K YCTDOI;ICTBON\, HE COBMECTUMbIM C

areHtom Panda Systems Management, cmoTpute B PyKOBOACTBE QAMUHUCTPATOPA.
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3AaKAKONEHME

B pe3yAbTaTE BLINMOAHEHMS MPEACTABAEHHbIX BbiLLE LLArOB Bbl CMOXETE LLEHTPOAMIOBOHHO W
YAOAEHHO BHEAPUTL cepsmc Panda Systems Management Ha Tpebyembix KOMMbIOTEPAX M

YCTPOMCTBAX, A TAKXKE HACTPOMTL OCHOBHbIE €r0 ADYHKLIMM.

Ho 30 npeaeAamm AQHHOTO AOKYMEHTO OCTAAOCH OrPOMHOE KOAMMECTBO GOYHKLMM, OMLMK U
BO3MOXHOCTEN CEPBUCA, KOTOPLIE TMO3BOAAOT AOOUTBCA MAKCUMMOABHOTO adbdbekTa npum
YMPABAEHUM KOPMNOPATMBHOM ceTbito. OBO0 BCEX 3TMX BO3MOXHOCTAX Bbl CcMmoOXeTe Yy3HATb B
PYKOBOACTBE QAMUHUCTPATOPA. B 3TOM CAy4yae Bbl cMOXETE MAKCHUMAABHO MUCIMOAbL3OBATL BCE
BO3MOXHOCTM CEpPBMCA AAd  obecneyvyeHms IPMEKTUBHOIO M HOAEXHOTO  YNPOBAEHMS,

OBCAY>KMBAHMA U MOAAEPXKM BaALLIEN CETU C HM3KOM MOAHOM CTOMMOCTBIO BAOAEHMS.

BAaaroaapum Bac 3a nHtepec K pelueHmnsm Pandal
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APPENDIX A. KoHtakTbl Panda Security B Poccum

A.1.  KoHtakTbl CAY>KObl MPOAQXK
Movta: sales@rus.pandasecurity.com
TeAedooH: +7 495 105 94 51

A.2.  KoHTakTbl CAY>XObl TEXHMYECKOM MOAAEPKKM

Movta: support@rus.pandasecurity.com

TeaedpoH: +7 495105 94 51

A.3. Aapec cauta

AHIAMMUCKUIAL www.pandasecurity.com

Pycckui: www.cloudav.ru
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